Security Management

adapt and reduce the
risk and complexity
within your organisation’s
security systems

Information is a major asset to your
business — information supports a
multitude of processes, from deals
to mergers, to projects, to employee

detalils.

Any disruption in the quality, quantity,
distribution or relevance of your
information systems can put your
business at risk from attack. The
security of information systems and
business-critical information must be
actively managed in order to reassure
your employees, stakeholders,
customers and partners of data safety.

With the increase in frequency and
sophistication of security and internet
attacks, firewall, protection by intrusion
detection/prevention systems (IDS/IPS)
and virtual private networks (VPNs) is
now a critical part of a security policy
for all businesses, especially where
there is a dependence on the internet.

adapt can minimise your exposure

to commmon threats, identify and

assess your system and application
vulnerabilities, and provide
management and 24/7 monitoring all at
a lower cost than managing it yourself.

adapt’s managed security products
include both standalone firewall, VPN
and IDS/IPS, as well as fully integrated
appliances from leading vendors such
as Cisco and Juniper. adapt manages
every aspect of the installation,
monitoring and maintaining your
security — leaving you to focus on your

business’s goals and objectives, with
the confidence that adapt’s security
experts are proactively working on your
behalf.

Flexible solutions

adapt recognises that security needs
differ from one company to another
and that the security requirements of
a small business can be very different
from a large multi-server or multi-office
organisation. adapt thus provides a
flexible approach, tailoring solutions
to fit our customers’ needs, whether
you require security protection at your
premises, within in an adapt data
centre or 'in the cloud’.

adapt’s range of security devices
varies from WLAN IDS/IPS through
perimeter firewalls to application host-
based anomaly detection.

Customised solutions

adapt’s security experts will work with
your organisation to provide the perfect
solution and architecture for you and
to define a robust security rule-base
which meets the needs of the whole
business. Over the years, adapt has
acquired a wealth of experience in
managing security solutions for our
clients and have grown a security team
that provides a world class service.

— Choice of brand-leading vendors,
including Juniper, Checkpoint and Cisco

— VPN configuration service with site-to-
site deployment

— Accommodation of all scenarios, from
small to large networks

— Scalable service to meet your growing
business needs

— 24/7/365 SOC management and
monitoring service

— Access to our team of experienced,
accredited security engineers

— Economically viable 24 hour security

— Incident response, action, updates and
resolution in accordance with SLAs

— Installation of upgrades under software and
hardware licences

— On-line reporting
— Managed change control

— Security assessment of system change
requests

— Defence in depth multilayer security
available

— |SO 27001:2005 certification
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adapt provides a scalable service to Security Management Systems
meet growing and changing business Certification — Penetration Testing
needs. With adapt you can start adapt is certified to the globally ) . "
with a basic firewall and add anti- recognised security accreditation ISO Firewall Policy Auditing
spam and anti-virus protection. Then 27001:2005, Information Security — Policy Compliance Auditing
move to complete security coverage Management System (ISMS), . _—
. . , . — Forensic Investigation
that includes threat management, demonstrating adapt’s commitment
distributed denial of service (DDoS) to IT systems security and customer — Network Scanning and Reporting

attack mitigation, and log management.  satisfaction.

Whatever your needs, adapt has the — Threat Assessment

security services to address them. Security partnerships — Wireless Intrusion Prevention
adapt partners with the leading — Log Management Service

Cost-effective solutions security software vendors, including

Security technologies are expensive, Cisco, Juniper and Checkpoint. — Vulnerability Assessment Service

and constantly changing. Just keeping
your equipment and software up

to date can take a significant share — Security Reviews
of your IT budget. Then add to this
the cost of recruiting and retaining
skilled personnel, and the bill mounts — E-mail Control and Protection

up. adapt is a perfect match for

companies looking for a complete
solution covering the technical

sophistication they need without the — Database Management >

costs of developing and retaining highly
skilled security expertise in-house.

— Honeypot Management

— Remote Working Protection
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— Managed Networks >
— Server Management >
— Service Management >
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— Virtual Data Centre >
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adapt is the independent managed  consolidation and virtualisation of this ethos is promoted from For more information about adapt
services provider that is reducing your assets, which can significantly ~ the initial architecture planning please visit www.adaptplc.com
cost and complexity from IT. improve your utilisation rates as through to intelligent system or call 0845 304 3047

well as immediately reducing your design, performance and capacity
At adapt we focus on maximising energy bills. management.
the assets you already have rather
than just selling you more services. adapt is a client-led rather than adapt provides services to over
What’s more, being vendor- a technology-led company, and 850 customers in the areas of:

adapt

New Broad Street House
35 New Broad Street
London

independent we don’t have a stake  works with its customers to — Colocation and Hosting
in which technology you choose. develop modular propositions that — Connectivity and Internet EC2M 1NH
Instead, our job is to recommend support immediate business needs  — Managed services

the best solution for your business, and can scale for future growth. — Cloud services

helping you design and integrate

your technology for maximum At adapt we believe that Reduce cost and complexity within

efficiency. This often involves complexity is the enemy, and your [T talk to adapt.
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